In this paper, we present an accurate and realtime PE-Miner framework that automatically extracts distinguishing features from portable executables (PE) to detect zero-day (i.e. previously unknown) malware. The distinguishing features are extracted using the structural information standardized by the Microsoft Windows operating system for executables, DLLs and object files. We follow a threefold research methodology: (1) identify a set of structural features for PE files which is computable in realtime, (2) use an efficient preprocessor for removing redundancy in the features' set, and (3) select an efficient data mining algorithm for final classification between benign and malicious executables.
Introduction
A number of non-signature based malware detection techniques have been proposed recently. These techniques mostly use heuristic analysis, behavior analysis, or a combination of both to detect malware. Such techniques are being actively investigated because of their ability to detect zero-day malware without any a priori knowledge about them. Some of them have been integrated into the existing Commercial Off the Shelf Anti Virus (COTS AV) products, but have achieved only limited success [26] , [13] . The most important shortcoming of these techniques is that they are not realtime deployable 1 . We, therefore, believe that the domain of realtime deployable non-signature based malware detection techniques is still open to novel research.
Non-signature based malware detection techniques are primarily criticized because of two inherent problems: (1) high fp rate, and (2) large processing overheads. Consequently, COTS AV products mostly utilize signature based detection schemes that provide low fp rate and have acceptable processing overheads. But it is a well-known fact that signature based malware detection schemes are unable to detect zero-day malware. We cite two reports to highlight the alarming rate at which new malware is proliferating. The first report is by Symantec that shows an increase of 468% in the number of malware from 2006 to 2007 [25] . The second report shows that the number of malware produced in 2007 alone was more than the total number of malware produced in the last 20 years [6] . These surveys suggest that signature based techniques cannot keep abreast with the security challenges of the new millennium because not only the size of the signatures' database will exponentially increase but also the time of matching signatures. These bottlenecks are even more relevant on resource constrained smart phones and mobile devices [3] . We, therefore, envision that in near future signature based malware detection schemes will not be able to meet the criterion of realtime deployable as well.
We argue that a malware detection scheme which is realtime deployable should use an intelligent yet simple static analysis technique. In this paper we propose a framework, called PE-Miner, which uses novel structural features to efficiently detect malicious PE files. PE is a file format which is standardized by the Microsoft Windows operating systems for executables, dynamically linked libraries (DLL), and object files. We follow a threefold research methodology in our static analysis: (1) identify a set of structural features for PE files which is computable in realtime, (2) use an efficient preprocessor for removing redundancy in the features' set, and (3) select an efficient data mining algorithm for final classification. Consequently, our proposed framework consists of three modules: the feature extraction module, the feature selection/preprocessing module, and the detection module.
We have evaluated our proposed detection framework on two independently collected malware datasets with different statistics. The first malware dataset is the VX Heavens Virus collection consisting of more than ten thousand malicious PE files [27] . The second malware dataset is the Malfease dataset, which contains more than five thousand malicious PE files [21] . We also collected more than one thousand benign PE files from our virology lab, which we use in conjunction with both malware datasets in our study. The results of our experiments
